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10. Azure Cloud Primer



Microsoft Azure
Cloud Platform
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Productive Hybrid Intelligent Trusted



https://azure.microsoft.com/en-us/overview/what-is-azure/

Azure regions

Azure has more global regions than any other cloud provider—aoffering the scale needed to bring
applications closer to users around the world, preserving data residency, and offering comprehensive

compliance and resiliency options for customers.
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https://azure.microsoft.com/en-us/overview/hybrid-cloud/
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https://azure.microsoft.com/en-us/overview/productivity/
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http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
https://www.microsoft.com/en-us/TrustCenter/Security/default.aspx
https://www.microsoft.com/en-us/TrustCenter/Security/default.aspx
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Azure Services — Which One?
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http://azureinteractives.azurewebsites.net/Azure101Cards/default.html

Microsoft Azure Data Services (laaS & PaaS)

|IaaS ||PaaS

SQL Server, Oracle, Azure Relational
Mongo, MySQL, ++ R Databases

Azure NoSQL Azure NoSQL Azure Blob / Lake

Databases Table Storage Storage

CosmosDB

in Azure VM 2 SQL, PostgreSQL, MySQL *i

fully featured RDBMS
transactional processing

rich quer

managed as a service

elastic scale

schema-free data model
Internet accessible http/rest
arbitrary data formats



Azure Relational Database Platform (PaaS)

Scale/Sizing Based on “Throughput Units” I Scale/Sizing Based on Cores + Storage
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https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/data-store-overview
https://docs.microsoft.com/en-us/azure/architecture/data-guide/technology-choices/analytical-data-stores

20. Azure SQL DB Primer



nda don’t really care

9% must run
the same v

Of the 100% that run SQL Server somewhere...



Fully managed database-as-a-service that lets you focus on your business
No More Versions! Compatible with SQL Server 2014, 2016, 2017
Database provisioning on-demand up to 4TB in size
Azure On-line Scalability and elastic performance for all workloads
SQL Database R ,
99.99% availability, zero maintenance

Intelligent: learns and adapts to optimize performance

Secure and compliant to protect sensitive data
- Auto backup, long term backup retention, point in time restore
Geo-replication to up to 4 regions with auto-failover (groups)

- Geo-restore-from-backup for data protection



Azure SQL Database Service Tiers

- - Go-to option for most business Highest throughput and most-
eIt SR E O] Wit eEe s applications responsive applications
® o000 e0o000
2 GB 250 GB 500GB-4TB
99.99%

SQL/AAD auth, masking/RLS, auditing & threat detection, encryption, vulnerability assessment

Restore from automatic backups, geo-replication

Portal, PowerShell, plus REST and client APIs




Predictable pertormance for single databases

Single databases are allocated isolated resources
Basic, Standard, and Premium tiers provide increasing performance levels (DTUs)

Scale up/down in response to actual or anticipated workload changes P15
Databases remain online while scaling
Database monitoring and alerting o1
Hourly billing
P6
P4
o P2
S3
1 S2
B SO
0O

DTUs 510 20 50 100 125 250 500 1000 1750 Z10[00)



30. Exploring HA & DR Options



Azure SQL DB - Options Table

1

2

. SQL AlwaysOn? (SLA 99.99%) (with RO replicas)
. Automated backup (with geo-copies)

. Geo-replication (with RO replicas)

. Geo—replication (with failover groups)

. Deployment 1n Azure Availlabilility Zones (AZ)

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-business-continuity#sql-database-features-that-you-can-use-to-provide-business-continuity



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-business-continuity#sql-database-features-that-you-can-use-to-provide-business-continuity

Single logical database
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i Write A‘ck\ i

Reads are completed at the primary

Writes are replicated to secondaries

I_Prev[eW: Reads can be redirected to secondary!!

Flal|
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Critical capabilities:
v Create new replica
v Synchronize data
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v Detect failures

v’ Failover
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No additional cost to retain backups



Recovery after accidental database deletion Backups retained for 7/35 days

Restores the database to the point of deletion -7 days

(earlier backups are deleted)

Now T )
Creates a new database on the server used by
the original database

You can choose to failover to the restored Sel{—ser\éice _
. restore to poin
database or use scripts to recover data g



Built-in disaster recovery capability available for every database

 Self-service restore AP
 Restores last daily backup

* No extra cost, no capacity
guarantee

« RTO>=24h, RPO=24h

« Database URL will change
after restore
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Extends geo-replication

Enable geo-replication for a group of databases within a
server N
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Outage N primary region © mydb.myserver.windows.database.net

Allows cross region isolation with quick
with minimal data loss

-
............................
...............................
...............................

Failover without changing application
code or connection strings




First - lets check some SQL DB options, and settings...
- Then next - lets deploy a new database into our failover group...
- And then finally - lets do a geo-failover with some active transactions!

['H‘

mel-syd-asdb-fg.database.windows.net mel-syd-asdb-fg.secondary.database.windows.net

. . SQLSat1
asynchronous data replication [RO]

MEL->SYD

https://docs.microsoft.com/en-us/azure/sqgl-database/sgl-database-geo-replication-overview



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-geo-replication-overview

#5. SQL Database in Availability Zones (AZ)

What is an Availability Zone (AZ)?

Unique physical location within an Azure region
Always at least 3x AZ in any supported Azure region
Fach AZ is made up of at least 1Ix separate DC

Each DC has separate power, cooling, network, +

Adds the concept of “Zone Redundancy”

Azure Region

Primary : Replica |

(L) (Ls) |
R SSD

|

Primaly

Tenant ring |




40. Activating HA & DR



Roles and responsibilities

Microsoft V v

Geo-distributed service
Customer metadata protection and recovery

Transparent high availability and data protection from local
platform failures

Automatic geo-distributed backups

Automatic data synchronization of geo-replicated databases

Platform compliance testing and certification

Alert of impacted customers about their servers’
degradation during regional failures

Detecting user errors and initiating point-in-time restore

Planning, database prioritization, and region selection
for disaster recovery

Initiating geo-restore to selected region
Initiating manual failover of geo-replicated databases

Your own application DR plans and drills



So what about validating failover/back?

1. Firstly 2 Azure does most of the heavy lifting

2.Secondly 2 you still need a plan!

3. Thirdly - Azure cannot simulate HA/DR failures

https://docs.microsoft.com/en-us/azure/sqgl-database/sqgl-database-disaster-recovery
https://docs.microsoft.com/en-us/azure/sqgl-database/sqgl-database-disaster-recovery-drills



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-disaster-recovery-drills
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-disaster-recovery-drills

50. Wrap up + Summary



Summary: The Key Takeaway Points

Azure SQL DB provides 99.99% SLA OOTB
and 1ncludes many HA automation features
3-4 extension options to provide DR

Some DR options allow use of RO replicas

Don’t forget you still need a DR plan!



Appendix and References



Get Azure...?

Your Enterprise Agreement (EA)

Various options — Currently being setup and configured for MLC
Would be linked to your corporate identity/login/account

Azure 30 day free account up to $260 (time boxed to 30 days)
https://azure.microsoft.com/en-au/free/

Would be linked to your personal identity/login/account

MSDN

Thee are free monthly Azure credits within MSDN subscriptions. Rolls over month to month
https://azure.microsoft.com/en-us/pricing/member-offers/msdn-benefits-details/
Would be linked to your corporate identity/login/account

Research Programs and Grants

Free credits available for specific research programs = https://www.microsoft.com/en-us/research/academic-
program/microsoft-azure-for-research/

Apply for Microsoft Azure for Research Grant = http://research.microsoft.com/en-us/projects/azure/default.aspx



https://azure.microsoft.com/en-au/free/
https://azure.microsoft.com/en-us/pricing/member-offers/msdn-benefits-details/
https://www.microsoft.com/en-us/research/academic-program/microsoft-azure-for-research/
http://research.microsoft.com/en-us/projects/azure/default.aspx

Learn Azure...? Free Online-Training

edX — Free online courses on Microsoft Azure
45+ Free Azure Courses = https.//www.edx.org/course?search query=azure

Introduction to Azure - https://www.edx.org/course/introduction-microsoft-azure-microsoft-azure201x

Architecting Azure Solutions - https://www.edx.org/course/architecting-microsoft-azure-solutions-microsoft-dev205bx-3

Developing Azure Solutions - https://www.edx.org/course/developing-microsoft-azure-solutions-microsoft-dev233-1

Developing Apps and Bots - https://www.edx.org/course/developing-intelligent-apps-bots-microsoft-dat211x-1

Deliver a DW in the Cloud - https://www.edx.org/course/delivering-data-warehouse-cloud-microsoft-dat220x-0

Delivery Big Data Solutions with Machine Learning - https://www.edx.org/course/developing-big-data-solutions-azure-microsoft-dat228x

Provision SQL Databases in Azure - https://www.edx.org/course/provisioning-databases-azure-sgl-server-microsoft-dat219x-0



https://www.edx.org/course?search_query=azure
https://www.edx.org/course/introduction-microsoft-azure-microsoft-azure201x
https://www.edx.org/course/architecting-microsoft-azure-solutions-microsoft-dev205bx-3
https://www.edx.org/course/developing-microsoft-azure-solutions-microsoft-dev233-1
https://www.edx.org/course/developing-intelligent-apps-bots-microsoft-dat211x-1
https://www.edx.org/course/delivering-data-warehouse-cloud-microsoft-dat220x-0
https://www.edx.org/course/developing-big-data-solutions-azure-microsoft-dat228x
https://www.edx.org/course/provisioning-databases-azure-sql-server-microsoft-dat219x-0

Learn Azure...? Free 1x day In-Person Training

https://azure.microsoft.com/en-us/community/events/?Country=Australia8query=azure+discovery+day

y to On-Premises

Pick your city. Start your journey.



https://azure.microsoft.com/en-us/community/events/?Country=Australia&query=azure+discovery+day

Learn Azure...? Patterns, Blogs and Feedback

Check out the Azure Architecture Centre - !

« https://docs.microsoft.com/en-au/azure/architecture/
-« Reference Architectures - https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/

 Application Architectures - https://docs.microsoft.com/en-us/azure/architecture/guide/
 Azure Design Patterns - https://docs.microsoft.com/en-au/azure/architecture/patterns/

 Azure Service Roadmap - https://azure.microsoft.com/en-us/roadmap/
- Data Architecture Guide - https://docs.microsoft.com/en-us/azure/architecture/data-guide/

Subscribe to the Global Azure Blog & Update Feed - !

« Blog - https://azure.microsoft.com/en-us/blog/
- Updates - https://azure.microsoft.com/en-us/updates/

Submit it to Azure Ideas & Feedback - !

« https://feedback.azure.com/forums/34192--general-feedback


https://docs.microsoft.com/en-au/azure/architecture/
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/
https://docs.microsoft.com/en-us/azure/architecture/guide/
https://docs.microsoft.com/en-au/azure/architecture/patterns/
https://azure.microsoft.com/en-us/roadmap/
https://docs.microsoft.com/en-us/azure/architecture/data-guide/
https://azure.microsoft.com/en-us/blog/
https://azure.microsoft.com/en-us/updates/
https://feedback.azure.com/forums/34192--general-feedback

Certify in Azure...?

Azure Certifications
 Overview - https://www.microsoft.com/en-au/learning/certification-overview.aspx

 Detailed Guide - https://download.microsoft.com/download/2/B/F/2BFA3E/8-546B-
A4C/1-9EC3-2CB7751444BF/MCP Cert Paths 01 01 18.pdf
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https://www.microsoft.com/en-au/learning/certification-overview.aspx
https://download.microsoft.com/download/2/B/F/2BFA3E78-546B-4C71-9EC3-2CB7751444BF/MCP_Cert_Paths_01_01_18.pdf

Certify in Azure...?
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